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Getting Started

Getting Started

Welcome to iPassConnect 3.62 for Windows! This guide will serve as an introduction to the use of
iPassConnect, providing you with information on installation, configuration, basic and advanced
usage.

Using iPassConnect, you can connect to the Internet and enterprise resourcest hr ough i Pass6 gl c
network of providers. In addition, iPassConnect can be customized to automatically launch other
programs such as a VPN, personal firewall, or Web browser.

System Requirements

Hardware Requirements

@  Hardware sufficient for running Windows XP or Vista; for Windows 2000, a Pentium I
processor or equivalent is recommended.

512 MB RAM
500 MB free disk space

16-bit color mode

E E E B

At least one connectivity device installed, depending on your intended connection type:
@  GSM modem for GSM connections

@ |SDN terminal adapter for an ISDN connection

@ 56K v90/92 modem for a dial-up connection

@  PHS phone for PHS connections

@  WLAN adapter for a WLAN connection

@ Ethernet adapter for a Ethernet connection

@ Mobile Data card for a Mobile Data connection

Operating System Requirements
@ jPassConnect 3.62 is supported on the following platforms:

@ Microsoft Windows Vista (Business, Enterprise, Ultimate, Home Basic and Home
Premium) with/ without Service Pack 1.
Download the latest service pack from the Microsoft Website only or refer the article
KB936330. The URL for the Windows Service Pack is as follows:

http://www.microsoft.com/downloads/details.aspx?Familyld=B0C7136D-5EBB-413B-
89C9-CB3D06D12674&displaylang=en

@ Microsoft Windows XP (Home or Professional) Service Pack 2 or Service Pack 3.

@ Microsoft Windows 2000 Service Pack 4.
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Supported Hardware

Wireless Cards

An 802.11b/g wireless card is needed for WLAN connections. iPassConnect supports all standard Wi-
Fi cards with an NDIS 5.1 interface.

Mobile Data Cards

To make use of iPassConnect Mobile Data connectivity, you will need a supported Mobile Data card
and a subscription with a Mobile Data cellular carrier.

iPassConnect supports a wide variety of Mobile Data cards and iPass regularly adds support for more
cards. Contact your iPass account representative if you have questions about a specific device.

Note; iPassConnect does not include Mobile Data card drivers. Your card drivers will be installed

when you install and activate your account with your Mobile Data carrier. Your card should be fully

installed and tested for ¢ onknusiegtyoura dryr iwe rt ths yooluire ncta,r rh eefra
attempting to use it with iPassConnect.

Integration with Third-Party Applications

iPassConnect 3.62 supports integration with a wide variety of third-party products Including:

VPNs

d  Aventall

d  Check Point
Cisco Systems VPN Client
NCP

Nortel Contivity Client

E B E B2

Microsoft PPTP

Anti-Virus Applications
@  Network Associates McAfee Enterprise version 8.0i
#  Symantec Norton AV Corporate Edition version 10.0.0.359

@ Trend Micro Office Scan Corporate Edition version 7.0

Personal Firewalls
@ |SS Black ICE v3.6.e0e, ISS RealSecure Desktop 7.0.eoe, ISS Proventia Desktop 8.0.614.0
#  Sygate Secure Enterprise v4.1

d  Check Point Integrity Desktop v6.0.100
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iPassConnect Installation Instructions

Your system must meet system requirements or the iPassConnect installer will prevent the
installation from occurring.

You must have local administrator rights in order to perform the installation.
To install iPassConnect:

1. Download the software installation package from your company intranet or service
provider Web site.

2. Double-click the downloaded file.

3. The installation wizard is launched. Follow the prompts for installation.
a. You must accept the End User License Agreement for installing the application.
b. iPass recommends that you install the application in the default location.

4. There will be a short series of processing steps. Allow the processing to complete,
and then iPassConnect will be ready for use.

Uninstalling iPassConnect

You must have local administrator rights in order to uninstall iPassConnect.

To uninstall iPassConnect:

Right-click the Windows System Tray icon i and choose EXxit.
Go to Start > Settings > Control Panel.

Select Add/Remove

Select iPassConnect from the list and click Add/Remove.

Follow the prompts for Uninstallation.

o g M w NP

Click Finish to complete the uninstallation and exit the wizard.

Upgrading to iPassConnect 3.62 from Previous Versions

You must have local administrator rights in order to upgrade to iPassConnect 3.62 from a release
prior to iPassConnect 3.30.

Upgrades from version 3.30 or later to version 3.60 will not require admin rights.

Once an upgrade has taken place, any user (such as a Power User or Restricted User) will be able to
upgrade from 3.60 to any newer releases.
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Using iPassConnect

iPassConnect is a desktop client that allows you to connect to thousands of access points worldwide,
using the iPass network, private access points, or even personal access points that you can define.
You can use any of several possible connection types, including WLAN, Mobile Data, dial-up,
Ethernet, ISDN, DSL, GSM and PHS, and get secure access to both the Internet and your corporate
resources. You will need valid credentials in order to log into your selected access point.

Your exact iPassConnect capabilities may vary from the general description given here, as
different enterprises may enable different capabilities. Check with your support helpdesk for
more information on the specifics of your iPassConnect configuration.

Available Networks

iPassConnect can automatically detect local broadband networks and makes it easy for you to
connect to them. The Available Networks listing in your Phonebook can display accessible Ethernet,
WLAN and Mobile Data networks.

& If your laptop is equipped with an Ethernet card, and you connect an Ethernet network to your
computer, iPass will automatically detect the network and display it for connection.

& If your laptop is equipped with a WLAN card, iPassConnect will automatically scan your area
for both local wireless hotspots. Detected hotspots are displayed for quick and easy access.

& If you have a Mobile Data card and an account with a Mobile Data carrier, iPassConnect will
automatically scan your area for your Mobile Data network.

Just select an available network, sign in with valid credentials, a n dl beiconnetited. (I f it 6s
iPass-enabled network, then you can use your standard iPass credentials.)

See Auto-Detection for more information.

Phonebook Connections

In addition to being able to automatically display the locally available networks, iPassConnect also
contains a directory of global access points, called a Phonebook, with worldwide listings for Dial-up,
Ethernet, ISDN, DSL, GSM and PHS access points. You can quickly search the Phonebook for
access points in your area by geographic vicinity, or by phone number. iPassConnect displays the
available access points by connection type, so you can choose the one you want to connect to. See
Search Tips for more information on searching for access points.

Personal Networks

Using a personal network allows you to make a fast and easy connection to a network access point
that is not part of the iPass network and for which you have valid login credentials. For example, if
you frequent a local coffee shop, and want to make use of the shop's public WLAN hotspot, you can
add the hotspot to your list of personal networks. See Personal Networks for more information. You
may need valid login credentials and a security key to connect to a personal network.
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Integrated Solutions

iPassConnect integrates with separate third-party security solutions, such as VPN software, personal
firewalls, or anti-virus applications. These integrated solutions launch with iPassConnect, ensuring
that your access is safe and secure. This integration is configured by your Help Desk.

& Auto-connect integration: In Auto-connect integration, clicking the iPassConnect icon also

launches the security solution on connecting to the Internet. No further action need be taken
by you.

Auto-launch integration: In Auto-launch integration, iPassConnect will automatically launch
the integrated security software after connecting to the Internet. However, you will need to
enter a separate username and password in addition to the credentials used to connect to the
iPass network. Commonly used with a VPN, you can set up your VPN credentials in the
Login Information dialog box.

Auto-teardown: The auto-teardown feature ensures that if the security solution is terminated,
your Internet connection will automatically be closed safely. For example, if your personal
firewall stops working, iPassConnect will automatically disconnect.

Home Broadband: If you are a home broadband user who is already connected to the
Internet (such as through cable modem or DSL), you can use iPassConnect to launch your
integrated solutions across your Internet connection.

Consult your Help Desk for details on how iPassConnect has been configured to integrate with your
security solutions.

In addition, you can configure iPassConnect to automatically launch other applications of your choice,
such as your Web browser or email client. See Launching Programs after connecting for details on
post connection actions.

Advanced Features

A number of advanced features supplement and enhance your iPassConnect connection experience.
These features include bookmarks, software updates, and dial-up enhancements. See Additional
Features for more information on iPassConnect advanced features.
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Setting Up

Before using iPassConnect, you should configure iPassConnect with your basic settings, which
include login information, connection settings, and configuration for any personal WLAN network.

Login Information

iPassConnect can store your login credentials, making it easier and faster for you to log in. You will
generally only need to enter this information prior to using iPassConnect for the first time.

d A valid password must be an alphanumeric string, 15 characters or less in length.

- |

If Alternate Credentials feature is enabled, then you will have two sets of credentials for
getting connected to the network.

@  One for Bearer Access authentication.

@  One for VPN access authentication

Note: You should verify with your IT Administrator whether alternate credentials
feature is enabled for your profile.

To set your login credentials:

1
2
3.
4

7.

On the Settings menu, select Login Information.
Under Internet Credentials, type your Internet username, domain and password.
If you want iPassConnect to store your Internet password, check Save Password.

If required, in Dept/Project, type your department or project name. (Check with your
help desk to see if this is required to log in.)

If you will use a VPN to connect to your organization's resources, and your VPN
credentials are identical to your Internet credentials, check the Same As Internet
Credentials checkbox. Then, in the NT Domain name box, type the name of your
NT domain and proceed to Step 5.

-OR-

If your VPN credentials differ from your Internet credentials, make sure the Same As
Internet Credentials checkbox is unchecked. Then, type your VPN username, your
NT domain name, and VPN password.

From the Default Country drop-down list, select the country you wish to appear as
the default in the Country filter on the main iPassConnect dialog box.

Click OK.

Alternate Credentials

This feature enables the administrator to manage multiple end-user credentials for getting connected
to the network. Refer to iPC 3.6 Administ r a t o r dos moGunfodmation on configuring Alternate

Credentials.
Note: You will be prompted for alternate credentials while connecting to a POP, only
if the attribute UseAlternateAuthPolicy is set to 1 or Yes in config.ini file.
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iPassConnect will display the relevant fields in the Alternate credentials dialog, based on the
credential type selected by the administrator. The following types of credentials are supported for
Bearer Access and VPN Access.

A  Username Password

A  Username PIN Token

3 Certificates
To enter your alternate credentials:

1. Select an access point you would like to get connected to and click Connect. The
Login Information dialog is displayed.

2. You will be prompted for the Internet credentials if you are using iPassConnect for
the first time.

3. Enter the bearer credentials in the relevant tab for Bearer Access Authentication.

Note: You will be prompted for Bearer credentials, if the Bearer_Cred_Name
attribute is not null in nad.ini file.

4. Enter the VPN credentials in the relevant tab for VPN Access Authentication.

Note: You will be prompted for Bearer credentials, if the VPN_Required attribute is
setto 1 or Yes in nad.ini file.

5. Click OK.

Username Password

This type of Credentials consists of the following fields on the Alternate Credentials screen:
@ Username: Enter the username.
@ Password: Enter a valid password.

@ Save Password: If you select this option, you do not have to enter the password every
time a new connection is established.

Username PIN token

This type of Credentials consists of the following fields on the Alternate Credentials screen:
@ Username: Enter the user name.
@ PIN: Enter a valid PIN value.
@  Token: Enter a valid token value.

@ Save Password: If you select this option, you do not have to enter the PIN value every
time a new connection is established.
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